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IHOCTAHOBJIEHUE

ot 14 mapta 2024 roga Ne 39

OO0 yTBep:KIeHUN MOJI0KEHUS 00 OmpeaeIeHun YIpo3
0€30MaCHOCTH MEePCOHAJBHBIX JAHHBIX NPHU UX 00padoTKe B
HH(OPMANUOHHBIX CHCTEMAX MEPCOHAJbHBIX JAHHBIX B
Aavunnctpanun KyJab0akuHCKOro cesibcoBeTa
I'nymkoBckoro paitona Kypckoii odsiactu

B nenax ucnonuenuss @enepansHoro 3akoHa Poccutickoit deaepanun ot 27
utoiist 2006 roga Ne 152-®3 «O nepconanbubix JanHbix» [IOCTAHOBIIATO:

1. VYtBepautrs Ilonoxkenne 00 omnpeneneHud yrpo3 0€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX TPU HX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX B AamuHuctpanuu Kynb0akMHCKOTO — CelbCcoBETa
I'mymkoBckoro paiiona Kypckoit o6nactu  (Ilpunnoxenuel).

2. Hacrosiiiee pacniops>keHre BCTYNaeT B CUIIYy C MOMEHTA €T0 MOJITUCAHUS.
U ONyOJMKOBaHWS Ha OQUIIMATBLHOM caiTe AamuHuctpanuu Kylib0aKWHCKOTO
cenbcoBeTa B cetu «IHTEpHETY.

4. KoHTponb 3a MCTHOJHEHHWEM HACTOAIIETO MOCTAHOBJICHHUS OCTaBISIO 3a
COOOIA.

I'maBa AnmuHHCTpanuu
KynbbakuHcKoro ceiabcoBeTa B.B. MunakoB



[IpunoskeHne K NOCTAaHOBJICHUIO
ot 14 mapra 2024 roma Ne 39

IHonoxenune
00 onpeesieHUH YIpo3 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX
npu ux 00padoTke B HUHPOPMALNMOHHBIX CHCTEMAaX NEPCOHATBHBIX JAHHBIX B
AnmunucTpauuu Kyabs0akuHcekoro ceabcoBera ['ylIKoOBCKOro paiiona
Kypckoii obs1acTu

Onpenesenns
B HacTosimiemM JOKyMEHTE WCHOJIB3YIOTCS CIEAYIONIME TEPMUHBI U HX
OTIpeJICIICHHUS.
ABTOMATH3MPOBAHHAS CHCTeMa - CHUCTEMa, COCTOsIIas M3 TepcoHana H
KOMIUIEKCA CpPEJCTB  aBTOMATH3AllMM  €ro  JESATEeIbHOCTH, pealu3yrolas
UH()OPMAIIMOHHYIO TEXHOJIOTHIO BBIITOJIHEHHS YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ oTnpaBuTe/JaAd MdAaHHBIX - TIIOATBCPXKIACHUC TOro, 4TO
OTIIPABUTCIIb IMMOJYYCHHBIX JdHHBIX COOTBECTCTBYCT 3asABJICHHOMY.
be3onacHocThb MEPCOHAJTBbHBLIX JaHHBIX - COCTOSAHHUC 3allUIICHHOCTH

NEPCOHAIBHBIX JIAHHBIX, XapaKTEPU3yeMoe CIOCOOHOCTBIO IOJIh30BaTENCH,
TEXHUYECKUX  CpPeACTB HW  HMHPOPMALMOHHBIX  TEXHOJOTHMH  00eCTHeUHTh
KOH(UIEHIIMATBHOCTD, IIEJIOCTHOCTh U JOCTYIHOCTh MEPCOHANBHBIX JTaHHBIX MPH
ux 00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TAHHBIX.

Buomerpuyeckne mepcoHaJibHbIE JaHHbIE -  CBEICHHUS, KOTOPHIE
XapaKTepu3yloT (PU3HOIOTHYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTBH €r0 JHMYHOCTH, BKJIIOYas ¢ororpaduu, oTreyaTKd MaIbIIEB,
oOpa3 ceTyaTKM TJiaza, OCOOCHHOCTH CTPOCHHUSA Tela W JPYyryr MOA00HYIO
uH)OpMAaIHIO.

biokupoBanue mepcoHANBbHBIX JAaHHBIX - BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATH3aLIUH, HAKOIUJIEHUS, UCIIOJIb30BAHUS, paCpPOCTPAHEHUS, IEPCOHAIBHBIX
JNAHHBIX, B TOM YUCJIE UX NIEPEAAUH.

Bupyc (KOMNbIOTEpPHBIH, MPOrPAMMHBIN) - HMCIOJHSAEMBIA MPOTPAMMHBIN
KOJlT WJIM HMHTEPIPETHPYEMbI HAOOp HWHCTPYKIIWHM, OO0JIaJaroniuii CBONCTBaMHU
HECAHKIMOHUPOBAHHOIO PACIPOCTPAHEHHS U camoBocHpousBeneHus. Co3aaHHbIe
TyOnIMKaThl KOMIBIOTEPHOTO BHpYyca HE BCET/la COBIAJAIOT C OPUTHHAIOM, HO
COXPAHSIOT CIIOCOOHOCTH K JaJbHENIIEMY pacIpoOCTPAHEHUIO u
CaMOBOCIIPOU3BEICHHUIO.

BpenonocHass  mporpamMmma -  [porpamMma, —OpeAHa3HAuYe€HHas A
OCYLIECTBIICHUS] HECAHKIMOHUPOBAHHOI'O JOCTyna u (WJM) BO3ACHCTBUS Ha
MEPCOHANILHBIC TAHHBIC WM PECYpPChl MHGOPMAIIMOHHONW CUCTEMBI MEPCOHAITBHBIX
JAHHBIX.

BcnomorarenbHble TeXHHMYECKHE CPEACTBA M CHCTEMbl - TEXHUYECKHE
CpEIICTBA U CUCTEMBI, HE TPeTHA3HAUCHHBIE I Mepeaadn, 00pabOTKU M XpaHEHUS
MEePCOHAIBHBIX  JJAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU
CpPEeACTBAMHU U CHCTEMaMH, MpEeJHA3HAYCHHBIMU sl OOpa0OTKU MEPCOHATBHBIX



JAaHHBIX WJIA B TOMELIEHUSAX, B KOTOPBIX YCTAHOBJEHbl HH(POPMALMOHHBIE
CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

JocTyn B onepauMoOHHYI0 Cpeay KOMNbHTepa (MHPOPMALUOHHON CHCTEMBI
NEePCOHAJIBHBIX JAHHBIX) - MOJYyYE€HHE BO3MOKHOCTH 3allycKa Ha BBIIIOJIHEHHE
IITAaTHBIX KOMaHJ, (QyHKLIMHA, Ipoueayp ONepanoHHON CUCTEMbI (YHHUUTOXXEHHS,
KOIMPOBAaHUs, NEPEeMEIIeHUs U T.I.), HCIOIHSAEMBIX (AMIOB TPUKIAAHBIX
MIPOrPaMM.

Joctyn Kk uH@opManuu - BO3MOXHOCTh NOJYy4YeHHMs HWH(POpPMAMU U €€
HCIIOJIb30BaHUS.

3ak/1a/104HOe YCTPOMCTBO - JIEMEHT CPEICTBA CheMa MH(POPMALIUU, CKPBITHO
BHEJPSIEMbI (3aKJIaJbIBA€Mbld HJIM BHOCHUMBIM) B MeCTa BO3MOMKHOIO CheMa
uHpopMa (B TOM YHCJIE€ B Orpa)xaeHHe, KOHCTPYKIMIO, O0OpyAOBaHUE,
peIMEThl UHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPEICTBA
U cucteMbl 00padoTku nHpopmalum). 3amuiaeMas uadopmarus - naopmamnus,
ABJIAIONIASICS TPEIMETOM COOCTBEHHOCTH W MOJIeXalllas 3allUuTe B COOTBETCTBUU
¢ TpeOOBAHMSIMU MPABOBBIX JOKYMEHTOB WUJIM TPEOOBAaHUSIMHU, YCTAaHABIMBAEMbIMU
COOCTBEHHUKOM MH(pOPMAIINH.

Nnentudpukammss - n0puCBOeHHE CyObekTaM H  00BEKTaM  JoCTyma
uaeHTUPuKaTopa W (WIM) CpaBHEHUE TMPEIbIBISIEMOTo HUJeHTU(DUKATOpa C
NepeyHeM MPUCBOCHHBIX UACHTHU(PUKATOPOB.

NudopmaTuBHBIA CHUTHAJA - DJIEKTPUUECKUE CUTHANbBI, aKyCTUYECKHE,
ANIEKTPOMArHUTHBIE U JIpyrue GU3NUeCcKHe IMoJis, Mo MapaMeTpaM KOTOPBIX MOXKET
OBITh packpbiTa KOH(UAEeHIMANbHAS WH(OpMalus (IepCOHANIbHBIE JIaHHBIE)
oOpabaTbiBaeMasi B ”HGOPMAIIMOHHOM CUCTEME NEPCOHATBHBIX JaHHBIX.

Nudopmanmonnasi cucreMa mnepcoHaJbHbIX aaHHbix (UCIIAH) -
uHPOpMAIIMOHHAsA  CHUCTEMa, IpeAcTaBiIdgmomas  coboll  COBOKYITHOCTH
NEPCOHATBHBIX  JIaHHBIX, COJAEpXaluxcs B 0a3e JaHHBIX, a TaKKke
WHPOPMAIIMOHHBIX ~ TEXHOJNOTUM W TEXHUYECKHX CPENCTB, MO3BOJISIONIUX
OCYHIECTBIISITh O0pPabOTKY TaKWX MEPCOHAIBHBIX HaHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMAaTH3AIMK WK 0€3 UCTIOIh30BaHUS TAKHX CPE/ICTB.

Nudopmannonnpie TEXHOJOTHM - TIPOIECCHI, METOJbI TOHWCKa, cOopa,
XpaHeHUus, O00pabOTKH, TPEIOCTABIICHHS, pPACIpPOCTpaHCHUS WHPoOpMauu U
CHOCOOBI OCYIIECTBICHUS TAKUX MPOLIECCOB U METOOB.

Hcnoab3oBaHne MNEPCOHANBHBIX [aHHBIX - JCHCTBHUS (omepanuu) ¢
MEPCOHAIBHBIMU JTaHHBIMHM, COBEpIIAEMbIE OINEPATOPOM B UEISAX MPUHATHUS
pPELICHUN WM COBEPLICHUS HWHBIX JCUCTBUW, MNOPOKIAIINUX HOPUANUYECKUE
MOCJICJICTBUS B OTHOIICHWU CYOBEKTa MEPCOHANBHBIX AAHHBIX WU JPYTUX JIHII
1160 MHBIM 00pa30M 3aTparuBaroONIUX MpaBa U CBOOOBI CyOBEKTa IEPCOHATBHBIX
JAHHBIX WIW JPYTUX JULL.

HUcrounuk yrpo3sl Oe3omacHocTH uHGopMauMu - CYOBEKT JOCTyIa,
MaTepuaibHBIl OOBEKT WIM (U3UUYECKOE SIBICHUE, SBISIOMIMECS MPHYUHOM
BO3HUKHOBEHUS yIpO3bl 0€30MacHOCTH HH(OPMALIUH.

KonTposupyemasi 30Ha - POCTPAHCTBO (TEPPUTOPHS, 3[JaHUE, YACTh 3JIaHUA,
MIOMEIIEHHE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJUPYEMOE IpeObIBaHME
MMOCTOPOHHHUX JIUI], a TAKXKE TPAHCIOPTHBIX, TEXHUUYECKUX U MHBIX MaTepUATIbHBIX



CPEICTB.

KonpuaeHnuaabHOCTh MEPCOHAJBHBIX JAHHBIX - 00s3aTelbHOE IS
COOJIIOICHUSI ONEPATOPOM HWJIM HHBIM MOJYYUBIIUM JOCTYIl K TEPCOHAIBHBIM
JaHHBIM JHUIIOM TpeOOBaHHWE HE JIOMYCKaTh MX paclpocTpaHeHue Oe3 coryiacus
cyOBbeKTa MepCOHATBHBIX JAHHBIX WM HAJTUYHS UHOTO 3aKOHHOT'O OCHOBAHMS.

MexceTeBoOi 3KpaH - JOKaJIbHOE (OJIHOKOMIIOHEHTHOE) WM (YHKUIHOHAIBHO-
pacrpeiesieHHOe porpaMMHoOe (ITPOorpaMMHO-aNMNapaTHoe) CPEACTBO (KOMILIEKC),
peanusyroniee KOHTPOJb 3a MH(pOpMaIUel, MOCTynawe B UHPOPMAMOHHYIO
CHUCTEMY TNEPCOHAIBHBIX JAHHBIX U (WIM) BBIXOAANIEH U3 WH(DOPMAIIMOHHOM
CUCTEMBI.

Hapymmrenb 0e30MacHOCTH NMEPCOHAJBHBIX JAHHBIX - (DU3UYECKOE JUIIO,
CIIy4ailHO WJIM MpeJHAMEPEHHO COBeplIalollee JEeUCTBUS, CIIEICTBUEM KOTOPBIX
SIBJISIETCSL HapyIIeHWe 0e30MacHOCTU TMEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe
TEXHUYECKUMHU CpEJCTBAaMU B HWH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX
JTAHHBIX.

HeaBromaTusupoBanHasi 00pa0doTka MEPCOHAJBHBIX JaHHBIX - 00paboTKa
NEPCOHANBHBIX  JAHHBIX, COJEpXKaIUXCA B  HWH(DOPMAIIMOHHOW  CHCTEME
NEPCOHAIBHBIX JaHHBIX JHOO W3BJICYCHHBIX W3 TaKOW CHUCTEMBI, CUUTACTCS
OCYIIECTBICHHOU 0e3 UCIIOJIb30BaHUS CpelCTB aBTOMaTHU3aIUU
(HEaBTOMATU3UPOBAHHOM ), €CJIU TaKUe JAEHCTBUS C MEPCOHATBHBIMU JTAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, PACHpPOCTPAHEHUE, YHHUTOKEHHE MEPCOHAIBbHBIX
JAaHHBIX B OTHOIIEHUH KaXJOT0 U3 CYOBEKTOB TEPCOHAIBHBIX JIaHHBIX,
OCYIIECTBIISIFOTCS IIPU HEMOCPEACTBEHHOM YYacTHH YeJIOBEKa.

HenexknapupoBanHble BO3MOXKHOCTH - (YHKIHOHAJbHBIE BO3MOKHOCTHU
CPEIICTB BBIYMCIUTENHFHON TEXHUKH, HE OMUCAHHBIE MJIW HE COOTBETCTBYIOIIWE
ONMMMCAHHBIM B JOKYMEHTAIlMM, TPH HUCIOJIb30BAaHUU KOTOPHIX BO3MOXKHO
HapylieHue  KOH(MUIECHIMATbHOCTH, JOCTYITHOCTH  WJIA  LEJOCTHOCTHU
obOpabaTtbiBaeMoi HHGOPMAITUH.

HecaHKIIMOHMPOBAHHBIM J0CTYN (HECAHKIIMOHMPOBAHHbIE JeMCTBUA) -
JocTyn K uHGOpMalMy WU ACHCTBUSA ¢ WH(OpMaluen, Hapylalolme mpaBuia
pasrpaHUyYEHUs IOCTYyTa C UCIOJIb30BAHUEM IITATHBIX CPEJICTB, MPEJOCTABIIEMBIX
UH(GOPMAIIMOHHBIMU CUCTEMAMU MTEPCOHANIBHBIX JTAHHBIX.

Hocuresans nndopmanuu - Gpuznueckoe JUI0 Wi MaTepHATbHBIA 00BEKT, B TOM
guciie (pU3NYECKoe Mojie, B KOTOPOM HH(pOpMaINUs HAXOAUT CBOE OTPAKECHUE B
BUJIC CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX PEIICHHH W MPOIECCOB,
KOJIMYECTBEHHBIX XapaAKTEPUCTUK (PU3NUECKUX BEITUIHH.

O0e3nunBaHue NMEPCOHAJBHBIX JAHHBIX - JICUCTBUA, B PE3yIbTaTE€ KOTOPBIX
HEBO3MO>XHO OMNPENEIUTh NPUHAJIEKHOCTD MEPCOHATBHBIX JTaHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHATBHBIX JaHHBIX.

O0padoTKa nMepcoHAJbHBIX JAHHBIX - JEUCTBUS (ONEpalun) C NEPCOHATBHBIMU
JAHHBIMU, BKJIIO4asi cOOp, CUCTEMAaTHU3allMI0, HAKOIIJICHUE, XpAHEHUE, YTOUYHEHUE
(oOHOBIIEHHE, W3MEHEHWE), WCIOJIb30BaHKE, pACIpOCTpaHEHUE (B TOM YHUCIIE
nepemady), oOOe3NMWYMBaHWE, OJOKMPOBAHWE, YHHUUYTOKCHHE IEPCOHATBHBIX
JTAHHBIX.

OO0menocTynHbie MEepCOHAIbHBbIE JaHHbIE - MEPCOHANIbHBIC JTaHHBIC, JOCTYII



HEOTPAaHUYEHHOI'0 Kpyra JHI[ K KOTOPbIM MpPEJOCTaBIEH C cOrjacus cyObekTa
MEPCOHATBHBIX JAaHHBIX WJIM Ha KOTOpble B COOTBETCTBUHM C (eaepaabHbIMU
3aKOHAMH HE pacrpocTpaHseTcs TpeOoBaHHe COONMIOACHUS KOHPUIEHIUATbHOCTH.

Oneparop (mepCOHAJBbHBIX JAHHBIX) - TOCYJAPCTBEHHBIM  OpPraH,
MYHHUIMIAIBHBIA OpPraH, IpUINYECKOe WU (PU3NYECKOE U0, OPraHU3YIoIIEe U

() ocymiecTBisAmoniee 00pabOTKy TMEpPCOHANBHBIX JAaHHBIX, a TaKkKe

OTpEEIISIIONINE 1IeJIA U COo/IepKaHue 00paOdOTKU MEPCOHATIBHBIX TAHHBIX.

Texunueckue cpeacrsa  HHPOPMANMOHHOM CHCTEMbI MNEPCOHAJIBHBIX
JAHHBIX - cpencTBa BBIYHUCITUTEIBHOU TEXHUKH,
MH(OPMAIMOHHOBBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEICTBA U CHUCTEMBI
nepenayu, npuema u o6padotku [I/IH (cpeacTtBa M cUCTEMBI 3BYKO3AIMCH,
3BYKOYCUJICHUS, 3BYKOBOCHIPOM3BEACHMS, IEPErOBOPHBIE M  TEIEBU3UOHHBIC
YCTPOICTBA, CPEICTBA M3rOTOBJIEHUS, TUPAKUPOBAHUSA JIOKYMEHTOB U JpYrue
TEXHUUYECKHUE CpelicTBa 00padOTKU peueBOi, rpaduueckoid, BUIEO- U OYKBEHHO-
mudpoBoli MH(GOpPMAIMK), MPOrpaMMHBIE CpeACTBa (ONMEpPallMOHHBIE CHUCTEMBI,
CUCTEMBI YIpaBjieHUs 0a3aMM JTaHHBIX U T.I.), CPEIICTBA 3alIUTHl WH(GOPMAIIUH,
npUMeHsieMble B THPOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (uHpopmManmu) - HEMpaBOMEpPHOE TOJNydyeHHe HMHPOPMAIUN C
UCIIOJIb30BAaHMEM TEXHUYECKOTO CpPEJICTBa, OCYIIECTBISIONIEr0 OOHapyKeHHe,
npueM 1 00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHbIe JaHHBIE - J1I00ast THGOPMAILIHSI, OTHOCSINIASICS K OMPEIeIEHHOMY
WIK OIpeiessieMOMYy Ha OCHOBAaHUM Takoi HH(oOpManuu (HU3NYECKOMY JHUILY
(cyObeKTy MmepcoHaNbHBIX JTAHHBIX), B TOM YHCJE ero (aMuius, UMs, OTYECTBO,
rojl, Mecsll, JaTa M MECTO pOXIEHHUs, aJpec, CEeMEWHoe, COIMaIbHOE,
UMYIIECTBEHHOE TIOJIOKEHUE, oOpa3oBaHue, mpodeccus, I0XOAbl, Apyras
uHdOpMaIus.

Io6ouHbIe 3JIEKTPOMATHUTHbIE U3JIYYeHUS U HABOJAKHU - DJIEKTPOMArHUTHBIC
U3JIYYCHUS TEXHHUYECKUX CPEACTB 00paboTKM 3ammimaemMoil uHdopMammw,
BO3HHUKAIOIINE KaK TOOOYHOE SIBJICHHE U BBHI3BAHHBIC AJICKTPUUECKUMU CUTHATAMM,
JNEUCTBYIOIIMMU B HMX DJIEKTPUYECKUX M MATHUTHBIX IIeMsAX, a TaKxke
AIEKTPOMArHUTHBIE HABOJKH OSTUX CHUTHAJIOB HAa TOKONPOBOMSINNUE JIUHUH,
KOHCTPYKIIMH U 1IETIH TUTAHUS.

IHonuTuka '"ymMcTOoro croJia" - KOMIUIEKC OpPraHU3alMOHHBIX MEpPONPHUSTUM,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alUCHIBAHUS Ha OyMaKHbIE HOCUTENIN KIIOUEH U
aTpuOyTOB JIOCTyMa (Tapojeii) u XpaHeHUsI X BOJIU3U 0OBEKTOB JOCTYTIA.

[Honb30BaTe b MHPOPMALMOHHON CUCTEMbI NIEPCOHAJIBHBIX JAHHBIX - JIUIO,
y4acTByIoOIIee B (PYHKIIMOHUPOBAHUU MH(POPMAIIMOHHON CHUCTEMbI EPCOHAIBHBIX
JAHHBIX WM MCHOJIb3YIOIIee pe3ynbTaThl ee (yHKuuoHupoBaHus. IIpaBuina
pasrpaHUYeHus JI0CTyNa - COBOKYIHOCTb MPaBWJ, PErIaMEHTUPYIOIIUX IpaBa
J0CTyma cyOBEKTOB IOCTyIa K 00BEKTaM J0CTYTIA.

IIporpammHas 3akJjagkKa - KOJ MNpPOrpaMMbl, NMPEIHAMEPEHHO BHECCHHBIN B
IIPOrpaMMy C LEJIBI0 OCYUIECTBUTh YTE€UKY, H3MEHUTh, OJJOKHUPOBATh, YHUUTOXKHUTh
HHOOPMAINIO WM YHUUYTOXXHUTh U MOIU(MHUIIMPOBATH MPOTPAMMHOE OOECIICUCHHE
MH(QOPMALIMOHHOM CHUCTEMBbl NEPCOHANBHBIX JaHHBIX W (WIH) OJOKUPOBAThH
anmnapaTHbIe CPEJICTBA.



IIporpammHoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/eiiCTBHE -
HECAHKLIMOHUPOBAHHOE  BO3JCHCTBHE HA  PECypchl  aBTOMAaTU3WPOBAHHOU
MH(OPMAIIMOHHON CUCTEMBI, OCYIIECTBISEMOE C MCIOJb30BAHHEM BPEIOHOCHBIX
MPOTPAMM.

PackpbiTHe NEePCOHAJBHBIX [JAHHBIX - YMBIIUICHHOE WU CIy4alHOE
HapylieHrue KOH()UICHIIMATbHOCTH MePCOHATBHBIX IAHHBIX.

PacnpocTpaHeHne NepPCOHAJBHBIX JAHHBIX - JICHCTBUS, HANpaBICHHBIE Ha
nepefady IEepPCOHANBHBIX JaHHBIX OIpEACNICHHOMY Kpyry Jui (mepenada
MEePCOHAIBHBIX JIaHHBIX) WJIM HAa O3HAKOMJICHHE C TIEPCOHAIBHBIMH JTaHHBIMU
HEOTPAaHMYEHHOI'0 Kpyra JHI, B TOM 4Hcie OOHAapOJOBAaHHME MEPCOHAIBHBIX
JAHHBIX B CpeJCTBaX MaccoBOM HMH(OpManuu, pa3MelleHne B MHPOPMALMOHHO
TEIEKOMMYHHMKAIITMOHHBIX CETSAX WJIM MPEAOCTABICHUE AOCTYNA K MEPCOHAIbHBIM
JTAHHBIM KaKUM-JTHOO UHBIM CITIOCOOOM.

Pecypc nnpopManmoHHOH CHCTEMbl - UMECHOBAaHHBIM 3JIEMEHT CHCTEMHOIO,
PUKIIATHOTO W anmapaTHoOro obecrieueHust (G YHKITMOHUPOBAHUS
UH()OPMAIIMOHHONU CUCTEMBI.

CrnenuajibHble KATErOPUH MEPCOHAJBHBIX JAHHBIX - MIEPCOHAJIbHBIC JAHHBIC,
Kacarouecs pacoBOM, HAUMOHAJbHOM  MPUHAJIEKHOCTH, MOJUTUYECKUX
B3TJISAJIOB, PEIUTHO3HBIX WK (Puinocodckux yOekaeHUH, COCTOSHUS 3I0POBbS U
WHTUMHOM JKU3HU CYOBEKTA MEPCOHATIBHBIX JaHHBIX.

CpeacrBa BBIYHCIUTENbHOH TEXHHMKH - COBOKYMHOCTh HPOTPAMMHBIX U
TEXHUYECKUX  DJIIEMEHTOB  CHUCTEM  OOpabOTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSITEIBHO UJIM B COCTABE JIPYTUX CUCTEM.

Cy0obekTr aocryna (cy0beKkT) - JHMIIO WIM TNPOIECC, JEUCTBHS KOTOPOIO
PErIAMEHTUPYIOTCS MPABUIIAMH PA3rpAHUYEHUS TOCTYTIA.

TexHnyecknii KaHaJ YTe4KH HMHQOPMANUM - COBOKYIHOCTb HOCHUTENS
uHpopmanuu (cpeAcTBa 00paObOTKH), (U3MYECKON Cpelbl PaclpOCTPAHEHUS
MH(GOPMATUBHOTO CHUTHAJIa M CPEACTB, KOTOPHIMH JOOBIBAETCS 3alluilaeMas
uHbOpMaIus.

TpancrpanuyHasi mepeJadya MeEePCOHAJBHBIX JAaHHBIX -  [lepejaya
NEPCOHANBHBIX JAHHBIX ONEpaTopoM uepe3 [ocyaapCTBEHHYIO TpaHULY
Poccuiickoit ~ @enepauru  opraHy  BJAacTH  HMHOCTPAHHOTO  TOCYAapcCTBa,
bu3nUecKOMY WIH IOPUIAYECKOMY JIUIY HHOCTPAHHOTO TOCY/IapCTBa.

Yrpo3bl 0€301aCHOCTH MEPCOHAJIBHBIX JAHHBIX - COBOKYIHOCTH YCJIOBUW H
(GakToOpoB, CO3MAOIMHUX OMACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CJIIy4alHOTO, JOCTYIIa K NEPCOHAJIBbHBIM JAHHBIM, PE3YJIBTATOM KOTOPOrO MOKET
CTaTh YHUUYTOXKCHHE, U3MEHEHNE, OJIOKHPOBaHNE, KOITMPOBAHUE, PACTIPOCTPAHEHHE
MIEPCOHAIBHBIX JTAHHBIX, & TAKXKE UHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBUN IPU UX
00paboTke B MHGOPMAIIMOHHOMN CUCTEME TIEPCOHATBHBIX JTAHHBIX.

YHHUTOXKEHHE NEPCOHAJBHBIX JAHHBIX - JECHUCTBUS, B PE3YJIbTATe KOTOPBIX
HEBO3MOXXHO  BOCCTAHOBUTH  COAEPKAHHUE  NEPCOHAJIBHBIX  JAHHBIX B
WH()OPMAITMOHHON CHCTEME TMEePCOHABHBIX JaHHBIX WIH B PE3yJbTaTe KOTOPHIX
YHHUYTOXKAKTCS MAaTEPUAIbHBIE HOCUTEIIN IEPCOHAIIBHBIX JaHHBIX.

Yreuka (BamuiaemMon) HHEPOpPMAUMH M0 TEXHMYECKHM KaHAJIaM -
HEKOHTPOJIUPYEMOE PaCIpPOCTpaHEHUE HMH(POPMAIUU OT HOCUTENS 3allulaeMOn



uHpopmauu  4yepe3  (PU3MYECKYI0 cpedy 0 TEXHUYECKOTO  CpPEelCTBa,
OCYIIECTBIISIIOLIETO IEPEXBAT UHPOPMALIUU.

Ya3BUMOCTB - c1a00CTh B CPEJCTBAX 3aILUTHI, KOTOPYIO MOXHO HCIOJIb30BaTh
JUTSl HApYILIEHUsI CUCTEMBI WJIM COJIep Kaleiicsi B Hel nHpopMaIiuu.

HesocTHocTh uMHGOPMALUM - CIHOCOOHOCTH CPEJACTBA  BBIUUCIUTEIBHOU
TEXHUKU WIM aBTOMAaTU3UPOBAHHOW CHCTEMBbI OOECIeYyMBaTh HEU3MEHHOCTh
nHpopMalMK B YCIOBHUSAX CIy4YalHOrO W/WIM NPEIHAMEPEHHOTO MCKaKEHUS
(pa3pytienus).

O003HaYCHUA U COKPALLCHUA:
ABC - aHTUBHpYCHBIE CPEICTBA
APM - aBTOMaTu3UpOBaHHOE pabovee MECTO
BTCC - BcnoMoraTenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBbI
NUCIAH - unpopmarimoHHas cuctemMa nepcoHaIbHbIX JaHHBIX
K3 - konTposnupyemas 30Ha
JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh
M3 - MeXCETEBOM DKpaH
HCJ - HeCaHKIIMOHUPOBAHHBIN JOCTYII
OC - onepanrioHHas cuctema
II/T1 - nepcoHanbHbIE TaHHBIE
IIMB - nporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE
IO - nporpammHoOe obecrieueHue
II9MMUH - no6ouHbIE AIEKTPOMATrHUTHBIE U3TYYCHHUS U HABOJIKU
CA3 - cucreMa a”Haan3a 3alUIEHHOCTH
C3MH - cpenctBa 3amuThl HHOOPMALIHH
C3I1/n - cucreMa (mojicucTeMa) 3allUThl TEPCOHANBHBIX TAHHBIX
COB - cuctema oOHapyKEHUS BTOPKCHUM
TKY U - TexHnueckue KaHaiabl yTeuku HHGOpPMAIUn
YBIIJIH - yrpo3bl 6€301MaCHOCTH MEPCOHANIBHBIX JaHHBIX

Knaccudpurkanusa Hapymuresien
ITo nmpusnaky npunamiexHoctd Kk MCIIJIH Bce Hapymurtenu AENSITCS Ha JBE
TPYIIIIBIL:
- 6HewiHUue Hapywumenu - GU3NIECKUE JINIIA, HE UMEIOIINE TIpaBa MPeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B IPEAeaX KOTOPOM pa3MelaeTcs
ob6opynoBanue UCII/H;
- GHympeHHue Hapyuwumenu - GU3NIECKUE JTUIA, UMEIOIINE TIPaBO MPEObIBAaHUS HA
TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B IpEAeaXx KOTOPOM pa3MelaeTcs
ob6opynoBanue UCII/IH.
Brewnui napywiumens

B kadectBe BHemHero HapymuTtels HWHPOPMAIMOHHOW O€30MacHOCTH,
paccMaTpUBaEeTCA HAPYUIUTENb, KOTOPBIA HE UMEET HEMOCPEACTBEHHOIO 10CTyMNA K
TEXHHUYECKHM CpPEACTBAM M pecypcaM CHUCTEMBbl, HAXOIAIIMMCA B Mpeaesax
KOHTPOJINPYEMOU 30HBI.

[Ipenmnonaraercsi, 4TO BHEUIHUM HApyLIUTEIb HE MOXET BO3JECHCTBOBATH Ha
3alMIIAeMyl0 UHPOPMAIMIO MO TEXHUYECKUM KaHajlaM YTE€UKH, TaK Kak 00beMm



uHpopmany, xpaHumod U obOpaOateiBaemoit B UCII[AH, sBusercs
HEJIOCTATOYHBIM JUII BO3MOKHOM MOTHMBAlMM BHEIIHErO0 HApPYLIUTENs K
OCYIIECTBIICHUIO JICUCTBUM, HAMTPABICHHBIX YTEUKY HHPOPMAIIUU TTO TEXHUYECKUM
KaHanaMm yreuku. [lpenmosiaraercs, 4YTO BHEIIHUKA HAPYIIUTENb MOXKET
BO3/IECTBOBATh HA 3aLIUIIAEMYI0 HHPOPMALIMIO TOJBKO BO BPEMsI €€ NepeIayu 1o
KaHaJaM CBSI3U.

Buympennuii napywumens

B03MOXHOCTH BHYTPEHHETO HapyUIUTENs CYLIECTBEHHBIM 00pa30oM 3aBUCAT OT
JEUCTBYIOIIUX B TMpejiesiax KOHTPOIUPYEMOUM 30HbI OIPaHUYUTENIBHBIX (PAKTOPOB,
M3 KOTOPBIX OCHOBHBIM SBJISIETCA pealu3alnus KOMIUIEKCA OpPraHU3allOHHO-
TEXHUYECKUX MEp, B TOM 4YHCIE IO MOAOOPY, PAacCTaHOBKE M 0OECHeUYEHUIO
BBICOKOW MPOQPECCHOHATIBHON MOJATOTOBKU KaJIpOB, TOMYCKY (PU3MYECKUX JIHII
BHYTPb KOHTPOJUPYEMOW 30HbI U KOHTPOJIIO 3a MOPSAKOM MpOBEAEHUs padoT,
HaIIPaBJIECHHBIX Ha IMPEJOTBpAllCHUE M TNPECEYCHUE HECAHKLIWOHUPOBAHHOTO
JOCTYyTIA.

Cucrema pasrpannuenus gocryna UCIIJIn oGecneunBaeT pasrpaHUYeHHE MPaB
moJib30BaTeyied Ha JOCTYN K MH(OPMAllMOHHBIM, MPOTPAMMHBIM, aIlapaTHBIM H
apyrum  pecypcam HCII/IH B COOTBETCTBUM € MPUHIATOM MOJUTUKOMN
uHopManMoHHONW  Oe3omacHocT. K BHYTpEHHHM  HapyHIUTENIsSM  MOTYT
OTHOCHTBCS:

- anmunuctpatopsl UCIn (xaTeropus I);

- aJIMUHUCTPATOPbI KOHKPETHBIX nojacucteM uin 6a3 nanueix UCIIIH (kaTteropus
1);

- monws3oBatenu UCTIIH (kateropus I11);

- TOJIb30BATEIH, SIBISAIONIMECS BHEIIHUMH II0 OTHOUIEHHWIO K KOHKpeTHOM AC
(xareropus 1V);

- JuIa, o0ianarpire BO3MOXHOCTBIO JOCTyHa K CHCTEME Nepelayd JTaHHBIX
(xareropus V);

- COTPYJHHMKM PAlOHHOTO COBETa, MMEIOIIME CAHKIMOHUPOBAHHBIA JOCTYIl B
CITY)KEOHBIX IIENIAX B MOMEIICHUsS, B KOTOPHIX pasMmeriatorcs snemenTsl UCII/IH,
HO HE UMEIOIIKE NpaBa AOCTyIa K HUM (kareropust VI);

- 0o0Cnmy)XHMBAaIOUIUMK TIEpcOHA] paliOHHOTO coBeTa (OXpaHa, pPabOTHUKH
WHKEHEPHOTEXHUYECKUX clIyk0 U T.1.) (kareropus VII);

- YIOJHOMOYEHHBIN nepconan paspadorunkoB MCII/IH, KoTOphIil Ha TOTOBOPHOM
OCHOBE MMEET IIpaBO Ha TEXHUYECKOE OOCIYy)XKHBaHHE M MOJH(PHUKAIUIO
komnoneHToB UCII/In (xkateropus VIII).

Ha mun kareropuit I m Il BO3mokeHBI 3ajayu MO AJMHUHUCTPUPOBAHUIO
MporpaMMHoO-anmapaTHeix cpeactB U 6a3 gaHuHeix WCII[H nns wHTerpamuu u
oOecrieueHusl B3aUMOJCHCTBUS PA3IMYHBIX TIOJICUCTEM, BXOJSIIUX B COCTaB
NCII[IH. AIMHHUCTpATOpPbl MOTEHUHUATBHO MOTYT peanu3oBbIBaTh yrpo3bl Kb,
UCIIONB3Yysd BO3MOXHOCTH II0O HENOCPEACTBEHHOMY JOCTYIly K 3allMINAeMOMN
uHpopmarm, oopadareiBaemoit u xpanumoit B UCII/IH, a Taxke K TEXHUYECKUM
u nporpamMubiM cpeactBaM MCIT/IH, BkItoyas cpeAcTBa 3alllUThl, HCIOIb3yEeMbIe
B KOHKpeTHbIX AC, B COOTBETCTBMH C YCTAHOBJIEHHBIMH JUI1 HUX
aIMUHHUCTPATUBHBIMU MTOJTHOMOYHUSMHU.



OTH Juua XOpOWIO 3HAKOMBI C OCHOBHBIMHM aJITOPUTMAaMH, HIPOTOKOJAMH,
peanu3yeMbIMM M HMCHOJIB3YEMBIMH B KOHKpeTHBIX noacucremax u HCII/IH B
LIEJIOM, a TAaK)K€ C MPUMEHSAEMbIMU MPUHLIUIIAMHA U KOHLETIIHUAMH 0€30M1aCHOCTH.

[Ipenmonaraerca, 4YTO OHM MOIJIM Obl HCHOJB30BATH  CTAHIAPTHOE
o0opyoBaHue JUOO0 JJIsI MASHTUPUKAIMU YSI3BUMOCTEH, OO I pean3aluu
yrpo3 Ub. JlanHoe 06opynoBaHre MOXKET OBITh KaK YacThIO IITATHBIX CPEJICTB, TaK
U MOXET OTHOCUTBCA K JIETKO TIOJy4aeMOMy (Hampumep, MporpaMMHOE
obecrieueHue, MOJIy4eHHOE U3 OOIIEJOCTYITHBIX BHEIIHUX UCTOYHUKOB).

Kpome Ttoro, mnpeanosaraercs, 4YTo O3TH JHIla MOINIM Obl pacmoyiaraTh
CHeUaI3uPOBAHHBIM 000PYI0BAaHUEM.

K nunam kateropuii I u 11 BBy nx nckmounrtensHoi ponu B UCIT/IH nomxen
OPUMEHSTBCS KOMIUIEKC OCOOBIX OPraHU3alMOHHO-PEKUMHBIX Mep MO HX
non0opy, NPHUHATHIO Ha paboTy, HA3HAYEHHUIO HA JOJDKHOCTbH U KOHTPOIIIO
BBIMOJHEHUST (DYHKIIMOHAJIBHBIX 00513aHHOCTEH.

[Ipennonaraercs, uyto B yncio jull kareropuii | u 11 OynyT BKiIro4aThCst TOJIBKO
JOBEPEHHBIE JIMI[Aa W NIOATOMY YKAa3aHHBIC JIMLA HWCKIIOYAKOTCS U3 YHCIIA
BEPOSITHBIX HAPYLIUTEIEH.

[Ipennonaraercsa, uro nuna kareropur III-VIII oTHocATCA K BEPOSATHBIM
HapYLIUTEISIM.

[Ipeanonaraercs, 4YTO BO3MOXKHOCTh CrOBOpa BHYTPEHHUX HapyLIUTEIEH
MaJIOBEPOSITHA BBUAY MPUHATHIX OPraHU3ALMOHHBIX U KOHTPOJIHMPYIOIIUX MED.

IIpeononosicenus 06 umeroweiics y Hapyuwumensi UHGOpMayuu
00 0bvexmax pearuzayuu yepo3
B kauecTBe OCHOBHBIX YpOBHEH 3HaHUH HapymuTenei 00 AC MOXHO BBIICIHUTh
CJIeTyIOIIHE:
- obmas uHbopmalus - HHGOPMAIIMA O Ha3HAYCHUS M OOIIMX XapaKTEPUCTHUKAX
NCIIdx;

- JKCIUTyaTanlMoHHass  uHbopmamuss -  uHboOpManus, TMOJY4YCHHAs U3
AKCIUTyaTallMOHHOU JOKYMEHTALIUH;
- YyBCTBUTEJIbHAS uHbopMaIus - uH(bopMaIus, JOTOJTHSAOIIAs

dKcIuTyaTannoHHyro uHpopMamuio o6 WCIIJIln (manpumep, CBeIeHUS U3
npoekTtHoi nokymentauuu UCIT/(H).

B wacTHOCTH, HApYIIUTEND MOXKET UMETH:
- JaHHBIE 00 OpraHu3anuu paboThl, CTPYKTYpE U UCIOJIB3YEMBIX TEXHHUYECKHUX,
MPOrpaMMHBIX U MpOrpaMMHoO-TexHnueckux cpeactax UCIIH;
- cBenmenusa 00 wuHpopmanmoHHbIX pecypcax MCII/In: mopsimok u mpaBuia
cCo3daHus, XpaHeHUss W Tepenadyd uWHOOpPMAIMM, CTPYKTypa U CBOWCTBa
WH(OPMAITMOHHBIX TIOTOKOB;
- JlaHHble 00 VI3BUMOCTSIX, BKJIIOYas JaHHbIE O HEIOKYMEHTUPOBAHHBIX
(HeAeKIapUPOBAaHHBIX)  BO3MOXKHOCTSIX ~ TE€XHHYECKUX,  MPOTpaMMHBIX U
nporpamMmMHo-TexHudeckux cpeacts UCII/H;
- naHHble o peanuszoBaHHbIX B [IC3U mpuHImMnax v aaroputMax; - HUCXOJHBIE
TEKCTHI TTporpamMHoro ooecneuenus UCITH;
- CBEJICHUS O BO3MOXHBIX KaHAJIax peaanu3aluy yrpos;



- “H(OPMAITUIO O CIIOCOo0aX peaanu3aluu yrpos.

[Ipennonaraercs, uro auna kareropuu Il m xareropuum IV BrazeroT TONBKO
AKCIUTyaTallUOHHON HMH(pOpMalMeil, 4YTo oOecrneynBaeTcsl OpraHU3alUOHHBIMU
Mepamu. Ilpu o>tom Jmna kareropuu IV He BragerOT  IAapOIBHOU,
ayTeHTUUIUPYIOIIEH W KItoueBor uHbopMmanueit, ucnonndyemoir B AUC, k
KOTOPBIM OHHM HE UMEIOT CAHKIIMOHUPOBAHHOTO JOCTYTIA.

[Ipennonaraercs, 4ro JMna Kareropud V BIAACIOT B TOM WJIM MHOW YacTH
YyBCTBUTEJIBHOM M JKCIUTyaTallMOHHOW wuHOpMaIMeid o cucTeMe IMepeaadu
uHpopmaruu u oOmei uHpopmanuern 06 AMC, ucnonb3yronmx 3Ty CUCTEMY
nepeaadyn MHPOpMalUy, 4TO O00ECHeYUBAETCS OPraHU3alMOHHBIMU Mepamu. [Ipu
TOM JIMLAa KaTeropuu V He BIAACIOT MapOJIbHOW W ayTeHTU(UUHUPYIOIIEH
uHpopmanueit, ucnonszyemoit B AVC.

IIpennonaraercs, uyro auna kareropuud VI u nuna kareropuu VII mo yposHIo
3HAaHUM HE MPEBOCXOMAT JIMLA KATETOPUH V.

[Ipeanonaraercs, uro nuna kareropun VIII oOnagaroT 4YyBCTBUTENBHOU
unpopmarueit 06 UCII/Ixn u dynkunonansHo opueHTHpoBaHHbIX AVIC, BKIIOUas
uHbopMaIHio 00 YA3BUMOCTSX TEXHHYECKUX U MporpammHubiX cpencts UCIIIH.
Opranu3allMOHHBIMU MEPaMH MPEAINO0JIAraeTCsl UCKIFOYUTD TOCTYII JIUL KATETOPUHU
VIII x rexunyeckum u nporpammubiM cpeactBam MCII/In B MoMeHT 00paboTKu C
UCIOJIb30BAHUEM 3THUX CPEJICTB 3allHIaeMoi HH(OPMAITIH.

Takum o6pazom, Haubosiee uHopmupoBaHHbiMH 00 AUC sBistoTcs nuia
kareropuu 11 u nmuua kareropuun VIIIL

Crenenb MHGOOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCUT OT MHOTHX (DaKTOPOB,
BKJIIOUAsl pPEAJM30BaHHbICE B AJMUHHUCTPALMM KOHKPETHBIE OpPraHU3alMOHHBIC
Mepbl U KOMIETeHIMI0 Hapymutened. [loaToMy OOBEKTMBHO OLEHUTH 00bEM
3HAHHUM BEPOSTHOTO HAPYUIUTEINS B OOIIEM Cllydae MPaKTUYECKH HEBO3MOYKHO.

B cBsA3U ¢ U3II0KEHHBIM, C LEJIBIO CO3AaHUsI ONPEACIEHHOIO 3anaca MIpOYHOCTH
NPENIOoIaraeTcs, 4YTO BEPOSITHbIC HAPYIIUTENIU OO0JaJar0T Bcell uHpopmaluei,
HEOOXOMUMON i TOATOTOBKM U pealu3alldd yrpo3, 3a HUCKIIOUYECHUEM
uHGOpMAIIMK, JOCTYI K KOTOPOH CO CTOPOHBI HApYUIUTENS MCKII0YaeTCs
cucrteMoi 3amuThl uHGopManuu. K Ttakol wHpOpMaIuu, HampuMep, OTHOCHUTCS
napoJsbHasi, ayTeHTU(PUIPYIoIas U KitoueBast HHGOpMAIIHs.

IIpeononooicenus 06 umerowuxcsa y Hapyuwumess CpeoCmeax peaiu3ayuu yepo3
IIpennosaraercs, 4To HaPYIIUTENIb UMEET:

- anmmapatHbie kKoMrnmoHeHThl C311In u CO C3I11H;

- JOCTYIIHbIE B CBOOOJHOM NpOAaXe TEXHUYECKUE CPEICTBA W IPOrPAMMHOE
oOecIieueHue;

-  CHEUAIBHO pa3pabOTaHHbIE TEXHUYECKUE CPEACTBA M  IPOrPAMMHOE
o0ecrnieueHue.

BHyTpeHHHI HApyIIUTEIh MOXKET UCIIOIB30BaTh IITATHBIE CPEICTBA.

CoctaB uUMEOIMXCS Yy HapyUIUTeNsl CpEeACTB, KOTOPbIE OH MOXET
UCIIONB30BaTh g peanm3auuu  yrpo3 Wb, a Takke BO3MOXHOCTH IO HX
NPUMEHEHHUIO 3aBHCAT OT MHOTHUX (AKTOpPOB, BKJIIOYas peaTU30BaHHbIE Ha
00BEKTaX aJMUHUCTPALMM KOHKPETHBIE OpPraHM3alMOHHBIE MEpbl, (PUHAHCOBBIE
BO3MOKHOCTH M KOMIIETEHIINIO HAPYLIUTEIEH.



[To3TOMy OOBEKTHMBHO OIIEHUTH COCTAaB UMEIOLIUXCS Yy HApYIIMTENS CPEICTB
peanm3zanuu yrpo3 B oOLIEM Cilydae IPaKTHYECKH HEBO3MOXHO. IloaToMy, mis
coznanus ycronumBon C3IIJ[H mpenmonaraercsi, 4To BEpPOSATHBIA HAPYLIUTEIb
UMEET BCE HEOOXOOUMBIE Ul pealn3allid yrpo3 CpPEeACTBA, BO3MOXKHOCTH
KOTOPBIX HE MPEBOCXOAT BO3MOKHOCTH aHAJIOTUYHBIX CPEICTB pPeaU3allii YyIpo3
Ha MH(OPMALIMIO, COAEPXKAILYI0 CBEIEHHUS, COCTAaBJIAIOIINE TOCYAAPCTBEHHYIO
TallHy, M TEXHUYECKUE U TPOrpaMMHBIE CpPEJACTBA, 0O0padaThIBAIOLIHE ITY
uH(pOpMaIHIO.

BwMmecte ¢ TeM npeanonaraercs, 4To HApyIUTEIb HE UMEET:

- CPE/CTB MepexBaTa B TEXHUUECKUX KaHalaX yTeUKH;

- CpeACTB BO3JEWUCTBHUS 4Yepe3 CHUTHAJbHbIE 1enu (MH(OPMAIlMOHHBIE U
ynpasisitomue uarepgeiicsl CBT);

- CpeICTB BO3CHCTBHS HAa HMCTOYHMKH W UYepe3 IeNu MHUTaHUs; - CPEICTB
BO3/ICHCTBUSA Yepe3 LU 3a3eMIICHHUS;

- CpEACTB AaKTUBHOIO BO3JCWCTBUS Ha TEXHUYECKHE CpeAcTBa (CpeacTB
oOJrydeHus).

[Ipennonaraercs, 4To HauboJIEe COBEPIICHHBIMH CPEACTBAMHU PEATTU3ALIUU YIPO3
obnaxarot nuna kareropuu 111 u muna kareropun VIII.

Yrpo3sl yredku HH(pPOPMALKMH 110 TEXHHYECKUM KaHAJIaM
Veposwvl ymeuxu axycmuuecxoii (peuesoti) ungopmayuu

Bo3HuKHOBEHHE yrpo3 yTeukd akKycTHdeckoil (peueBoit) wuHpoOpmaiuwy,
coAepKalencss HeMOCPEACTBEHHO B MpOU3HOCUMOM peun nosibzoBatens MCIIH,
npu ob6padorke I1/In B MUCIIJIH, BO3MOXXHO NMpH HATUYUH (PYHKIHH TOJIOCOBOTO
Beoja [/l B UCII[ln wim ¢ynkuuit BocnpousBenaenus I1[IH akycTtuyeckumu
cpeactBamu UCITIH.

B UCII[H cenbckoro moceneHuss (yHKIUU TojocoBoro Boja I/ wmm
¢bynkiuun  BocmpousBeneHuss [I/lH akycThyeckuMu CcpeAcTBaMU OTCYTCTBYIOT.
BeposTHOCTH peanu3anuu yrpo3bl - MalOBEpOSITHA.

Vepo3zvl ymeuxu 6uoosoii ungopmayuu

Peanuzanmst yrpo3bl yTedku BHJIOBOM HH(POpMAlUMU BO3MOXKHA 3a CYET
IpOCMOTpa HMH(POPMALIUA C TOMOIIBIO ONTHYECKUX (ONMTUKO-3JIEKTPOHHBIX)
CPEICTB C DJKpPaHOB [UCIJIEEB W JAPYTHUX CPEACTB OTOOpa)KeHUsS CpPEICTB
BBIYMCITUTEILHON TEXHUKH, WH(POPMAIIMOHHO-BBIUUCIUTENBHBIX KOMILJIEKCOB,
TEXHUYECKUX CPENCTB 00paboTku rpaduyueckor, BHIEO- U OYKBEHHO-IIH(PPOBOH
uHdopmarmu, Bxoasmmx B coctaB UCIIJH.

B yupexneHnn BBEJEH KOHTPOJIb JOCTyIa B KOHTPOJIUpYeMylo 30HYy, APM
MOJIB30BATENICH PACIIONOXKEHBl TaK, YTO MPAKTUYECKH HCKIIOUYEH BU3YaJIbHbBIN
JOCTYIl K MOHUTOPaM, a Ha OKHAX YCTaHOBJICHBI KAIIFO3H.

BeposiTHOCTE peann3anuu yrpo3sl - MaJOBEpPOSATHA.
Veposwvr ymeuxu ungpopmayuu no kanaram IHHIOMUH

Yrpo3sl yreuku uadopmaruu no kanainy [II9MUWH, Bo3MoKHBI U3-3a HATUYIUS
Mapa3UTHBIX AIEKTPOMArHUTHBIX U3aydeHui y anemenToB UCIT(H.

YTrpo3bl TaHHOTO KJlacca MaJOBEPOSITHBI, T.K. pa3MEP KOHTPOJIUPYEMOU 30HBI
oonpmioi, u asnemeHtl HWCIIIH 5>KpaHUpPYIOTCSI HECKOJBKUMHU HECYIIUMHU



CTeHaMH, M TMAapa3UTHBIA CUTHAJI MACKUPYETCSd CO MHOXECTBOM JPYIHX
MTapa3UTHBIX CUTHAJIOB IEMEHTOB, He BxoAamux B UCII/IH.
Yeposvl necankyuonuposannozo docmyna Kk ungopmayuu

Peanuzauus yrpoz HCJl x uHpopmManuu MOXKET NPUBOJIUTH K CIEIYIOLIUM
BUJIaM HapylIeHUs ee 0€30MaCHOCTHU
- HapylmeHWI0  KOH(PUAEHIMATbHOCTH  (KONMHUpPOBAaHHE,  HEMPaBOMEPHOE
pacnpocTpaHeHue);
- HapyILIEHUIO LIEIOCTHOCTH (YHUUTOKEHUE, U3MEHEHHUE);
- HapyILIEHHUIO IOCTYMHOCTH (OJOKMPOBAHUE).

Yrpo3bl yHHUTOKEHUSI, XUlleHUus annapaTtHbix cpeacts UCII/{n HocuTenei
uHpopmanuu myteM pusudeckoro gocryna K daemenram UCIAn

Kpaowca [I1DBM
VYrpo3za ocymectBusiercs nyreM HCJ[ BHEMIHUMH ©W  BHYTPEHHUMH
HapyIIUTEIAMHU B IOMEUIECHHUS, T/I€ pacroioxeHbl aneMeHTsl UCIIIH.
B yupexaeHun BBEJEH KOHTPOJb JOCTYNa B KOHTPOJIUPYEMYIO 30HY, IBEPU
3aKpBIBAIOTCS HA 3aMOK.
BeposiTHOCTh peann3aiiiy yrpo3sl - MaJlOBEpOsATHA.
Kpaoswca nocumeneti ungpopmayuu

VYrpo3za ocymectBiagercs nyreM HCJ] BHEMIHUMH W BHYTPEHHUMH

HApYIIUTEIIMH K HOCUTEISIM HH(OpMaIuu.
B cenbckoM coBeTe BBENEH KOHTPOJIb AOCTYNa B KOHTPOJIHUPYEMYIO 30HY,
JIBEPH 3aKpBIBAIOTCA HA 3aMOK, BEJETCS yUeT U XpaHeHue Hocutenel B ceide.
BeposiTHOCTB peanu3aiuu yrpo3bl - MaJ0BEPOSITHA.
Kpaoica knroueni u ampubymos docmyna

VYrpo3a ocymectBusierca nyrem HCJI BHEIHUMH W BHYTPEHHUMH
HAPYIIUTENISIMH B TIOMEIIECHHUS, TJIe MPOUCXOIUT paboTa Moab30BaTENCH.

B cenbckoM coBeTe BBEAEH KOHTPOJb AOCTYINA B KOHTPOJIUPYEMYIO 30HY, ABEPU
3aKpBIBAIOTCS HA 3aMOK, OPraHM30BaHO XpaHEHHE KItoued B ceilie W BBeAeHa
MOJINTHKA "YMCTOrO cToJa".

BeposiTHOCTB peanuzanuu yrpo3bl - MaJOBEPOSITHA.

Kpaoswcu, moougpuxayuu, ynuumosicenus ungopmayuu

VYrpoza ocymectBusiercs myreM HCJI  BHEmIHUMH HW = BHYTPEHHUMU
HapyILIUTEISIMU B MOMEILIEHUS, Te pacnoioxeHsl aneMenTsl UCII/n u cpeacTa
3aIllUTHI, a TaK K€ MPOUCXOIUT paboTa MOJIb30BATEIICH.

B cenbckoM coBeTe BBEEH KOHTPOJIb JIOCTYIIA B KOHTPOJIUPYEMYIO 30HY, ABEPU
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTB peann3anuiy yrpo3sl - MaJOBEPOSTHA.

Bwv1600 uz cmpos y3noe [I9BM, kananos cesazu

VYrpoza ocymectBusiercss myreM HCJ[ BHEmIHUMH ¥ BHYTPEHHHUMU
HapyILIUTENISIMU B IOMENUIEHUs, T1e pacnonoxensl dnemMenTsl UCIIIn u nmpoxoast
KaHaJbl CBS3H.

B cenpckom coBeTe BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJIMPYEMYIO 30HY, ABEpU
3aKpBIBAIOTCS HA 3aMOK, YCTAaHOBJIEHbl PELIETKM HA MEPBBIX 3TaXKax 3JaHUS.



BeposTHOCTh peanu3anuu yrpossl - MaJIOBEPOSITHA.
Hecankyuonuposannoe omxnioueHue cpeocmes 3aujunmul

VYrpo3za ocymectBiugercs nyreM HCJ] BHEIHMMH W BHYTPEHHHUMU
HapyLINUTEISIMU B IOMEILIEHHUS, T/I€ pacIoiokeHsl cpencrsa 3amutbl UCIIH.

B cenpckom coBeTe BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJIMPYEMYIO 30HY, ABEpU
3aKpBIBAIOTCS Ha 3aMOK, noibk3oBaTen UCIIIH npouHCcTpyKTHpPOBaHBI O paboTe C
[T]1H.

BeposaTHOCTE pean3anuu yrpo3sl - MaJOBEpPOSTHA.

Yrpo3sl XMIIEHHSl, HECAHKIUOHMPOBAHHON MoOAM(PHUKAIMUA  HIH
0J1I0KMpOBaHMSA uHopManMHU 32 CYeT HECAHKUMOHMPOBAHHOIO J0CTYyNA
(HCJI) ¢ npuMeHeHreM NMPOrpaMMHO-ANNAPATHBIX U NMPOrPAMMHBIX CPEACTB
(B TOM 4YHCJIe MPOrPAMMHO-MATEeMATHYECKHX BO3ACHCTBUI)

eticmaus 8pedoHoCHbIX npocpamm (8upycos)

[IporpaMMHO-MaTeMaTHYECKOE BO3JCHCTBUE - 3TO BO3JCHCTBHE C TOMOIIBIO
BPEJIOHOCHBIX  mporpamM. [IporpamMmoil ¢  MOTEHIHMAIBHO  OMACHBIMH
MOCJICICTBUSIMHA WJIM BPEJIOHOCHOM ITPOTrpaMMoid (BUPYCOM) HA3bIBAIOT HEKOTOPYIO
CaMOCTOSITEIbHYIO  MporpamMmy (HaOOp HWHCTPYKIMI), KOTOpas CIocoOHa
BBITIOJIHSITh JTI000€ HEIMyCTOE TOJIMHOXKECTBO CIICIYIOMNUX (DYHKITUMN:

- CKpBIBaTh MIPU3HAKU CBOETO MPHUCYTCTBUS B IPOrPAaMMHOM Cpejie KOMIbIOTEPa;

- o0nanath CrMOCOOHOCTHIO K CaMoIyOJMPOBAHHIO, ACCOIMUPOBAHMIO ce0si ¢
IPYTUMH TpOrpaMMaMH U (MJIM) MEPEHOCY CBOUX (parMeHTOB B MHbBIE OOJACTH
ONEpAaTUBHOM WM BHEUIHEH MaMsITH; - pa3pylmaTh (MCKaXaTh MPOU3BOJIHHBIM
o0pa3oM) KOJI MporpamMM B OTNIEPATUBHON MaMSITH;

- BBITMOJHATH 0€3 MHUIIMUPOBAHUS CO CTOPOHBI MOJIb30BaTeNs (TIOJIb30BATENIbCKOM
NpOrpaMMbl B IITATHOM PEKUME €€ BBHINIOJHEHUS) NECTPYKTUBHBIE (DYHKIIUU
(komupoBaHUsI, YHUUTOKEHHUS, OJJOKUPOBAHHMS U T.11.);

- COXpaHATHh (PparMeHThl MHPOPMAIMH W3 ONEPATUBHOW MaMSITH B HEKOTOPBIX
00JaCcTsX BHEIIHEH MaMsITH MPSMOTO JOCTyIa (JIOKAJTbHBIX WU yIaJCHHBIX);

- HCKa)XaTh MPOU3BOJIBHBIM 00pa3oMm, OJIOKHUpOBaTh U (WUIU) TOJAMEHSITH
BBIBOJIUMBI BO BHEIIHIOIO MaMsTh WJIM B KaHall CBSI3M MAacCHB HWH(pOpMAIUH,
oOpa3oBaBIIMiCA B pe3yiabTaTe paldOThl MNPUKIATHBIX TPOTPAMM, HIH YKe
HAXOJSIITUECS BO BHENTHEH MaMsITH MAaCCUBHI JaHHBIX.

B cenbckom coBete Ha Beex anemeHTax WMCIIJIH ycTaHOBIEHAa aHTUBHUpYCHAs
3allliTa, BBEJECHA IMOJUTUKA OrPAHUYEHHOIO MCIHOJb30BAHUS  MPOrPAMM,
MOJIb30BATENIM MPOMHCTPYKTUPOBAHBI O Mepax MpedoTBpalleHUusI BUPYCHOTO
3apaKeHMUS.

BeposiTHOCTH peanu3aiuu yrpo3bl - HU3Kasl.
Heoexnapuposanmnuvie 6o3moocrnocmu cucmemrnozco 110 u 110
0151 06PAOOMKU NEPCOHANbHBIX OAHHBIX

HenexnapupoBaHHBIE BO3MOKHOCTH - (YHKIIMOHATBHBIE BO3MOXKXHOCTH CPEJICTB
BBIYUCIIUTEIBHON TE€XHUKHU, HE OMUCAHHBIE WJIM HE COOTBETCTBYIOUIUE OMHUCAHHBIM
B JOKYMEHTAllMM, TMPU HCIOJIH30BAHUM KOTOPHIX BO3MOXHO HapylICHUE
KOH(GUICHIIMAIBHOCTH, JOCTYMHOCTH WJIM IEJIOCTHOCTH 0OpabaThiBaeMOM



uH(pOpMaIIH.

B cenbckoM coBeTe HET MPOrpaMMHOrO oOecrneueHus, pa3padaTbiBAEMOro
COOCTBEHHBIMU Pa3pabOTYMKAMK/CTOPOHHUMU CIICIIHATUCTAMU.

BeposTHOCTB peanu3anuu yrpo3bl - MaJOBEPOSITHA.

Yemanoexa 110 ne csa3aHH020 ¢ UCNOIHEHUEM CYHCEOHbIX 003aHHOCmeElU

VYrpo3a OCyHIECTBIISIETCA IYTEM HECAHKIMOHUPOBAHHOW ycTaHOBKM [IO
BHYTPEHHUMM  HApPYIIUTENAMH, YTO MOXKET IMPUBECTHU K  HAPYUICHUIO
KOH(PUAEHIIMATBHOCTH, IeNOCTHOCTH W jaoctynHocth Beed UHCII[n wnim ee
DJIEMEHTOB.

B cenpckoM coBeTe BBEOEHO pasrpaHUYCHHE NIpaBaMH IIOJI30BATENIEW Ha
YCTaHOBKY I1O u OCYILIECTBIISIETCS KOHTpPOJIb, M10JIb30BATEIIN
MPOUMHCTPYKTUPOBAHBI O MOJaUTHKE ycTaHOBKH [10.

BeposiTHOCTh peanu3aiuu yrpo3bl - MalOBEPOSITHA.

Yrpo3sl He mNpeAHAMEPEHHBbIX AeHCTBUN MOJb30BaTeJeil U HAPYUICHHH
0esonacHoct ¢pynkuuonunposanuss UCIIn u C3IIJn B ee cocraBe M3-3a
c00eB B MPOrpaMMHOM OO0eCle4YeHUH, a TAKKe OT YIP03 HEAHTPONOIeHHOIr 0
(cOoeB anmnapartypsl u3-3a HEHAIesKHOCTH 3JIEMEHTOB, cOoeB
3JIEKTPONMTAHUA) U CTUXHIHOIO (YIapoB MOJIHMM, MO0KAPOB, HABOAHCHUI U
T.IL.) XapaKTepa

Ympama xnoueti u ampubymos oocmyna

VYrpo3za ocymiecTBIsS€TCS 3a CYeT JEWCTBHS  4YeloBeYecKoro (akrtopa
nonb3oBatened MUCII/IH, koTopble HapyIIalOT MOJIOKEHUSI TAPOJIbHON MOJUTHUKE B
YacTU MX CO3[aHMs (CO3MIal0T JIETKHE WJIU ITyCThIE MAapOJIM, HE MEHSIOT apoJu 1o
UCTEYCHUH CpOKa MX IKU3HM WM KOMIIPOMETAllMM W T.I.) W XpaHEHUd
(3amuChIBalOT Mapoii Ha OyMakHbIE HOCUTENH, NEpelaloT KIYd JIOCTYIa
TPETHUM JIMLIAM H T.I1.) UJIM HE OCBEIOMJIEHBI O HHX.

B cenbckom coBeTe BBeAEHA MapoJibHAas IMOJUTHKA, IpeaycMaTpUBarouas
TpeOyemMyI0 CII0KHOCTh MapoJisi U MEPUOAUYECKYIO €T0 CMEHY, BBE/IeHA TOJUTHUKA
"gyucToro crosa', OCyIIECTBIACTCS KOHTPOJIb 32 UX BBIIIOJIHEHHUEM, MOJIb30BATEIIN
IPOUHCTPYKTUPOBAHbI O MapOJbHOW MOJUTUKE U O ACHCTBUSAX B CIydasX yTpaThl
WJIA KOMIIPOMETAIIMU TTapOJICH.

BeposiTHOCTH peanu3anuu yrpo3bl - HU3Kasl.

Henpeonamepennas mooupuxayus (yruumoosicenue) ungopmayuu compyoHuKamu

Yrpo3za oCymiecTBISE€TCS 3a CYET JCWCTBHS — 4YeNOBEYECKOTo  (hakTopa
nonb3oBareneid MCIIIH, koTOopble HapyLIAIOT MOJOXKEHUS MNPHUHSATHIX IPaBUII
pa6otel ¢ UCII/Ix miu He OCBEIOMIICHBI O HUX.

B cenbckoM coBeTe OCYIIECTBISIETCS Pe3epBHOE KOMUPOBaHUEe 00pabaThIBaeMbIX
[1/11, monp30BaTe Iy NPOMHCTPYKTHPOBaHbI 0 padote ¢ UCII/IH.

BeposTHOCTh peann3anuu yrpo3sl - MaJOBEPOSTHA.

Henpeonamepennoe omkaouenue cpeocms 3aujumol

Yrpo3za ocymecTBiseTcs 3a CYeT JCHCTBHS  4enoBedeckoro (akrtopa
nonb3oBarened UCIIJIH, koTopble HApyLIAIOT MOJIOKEHHS TMPUHITHIX MNPABUI
pabotel ¢ UCII/IH u cpeacTBamMu 3alUThl UM HE OCBEIOMJICHBI O HUX.

B cenbckoM coBeTe BBEAEH KOHTPOJb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, ABEPHU
3aKpBIBAIOTCS HA 3aMOK, OCYLIECTBIISICTCS Pa3TpaHUYEHUE IOCTyNa K HACTpOMKaM



PEXKUMOB CPEICTB 3aIHUTHI, TOJH30BATECIM MPOUMHCTPYKTUPOBAHBI O pPaboTe C
NCIIIn.
BeposTHOCTE peanu3aiuu yrpo3sl - MaJIOBEPOSTHA.
Buvixoo uz cmpos annapammno-npocpammusix cpeocmae

YTpo3a oCymecTBIsETCS BCICICTBHE HECOBEPIICHCTBA aapaTHOPOTrPAMMHBIX
CPEICTB, H3-32 KOTOPBIX MOXET IPOUCXOAUTh HAPYIICHUE IICJIOCTHOCTH H
JOCTYITHOCTH 3aIUIaeMol HH(OpMAIUH.

B cenbckoM coBeTe OCYIIECTBISET PE3CPBUPOBAHHME KIFOUEBBIX 3JIEMEHTOB
NCIIdn.

BeposTHOCTh peanu3aiuu yrpo3sl - MaJIOBEPOSTHA.

Cooil cucmemvl 21eKMPOCHADI’CEHUS

Yrpoza OCYIIECTBIISCTCS BCJICJICTBHE HECOBEPILICHCTBA CUCTEMBI
AJIEKTPOCHAOKECHHS, U3-32 YeT0 MOXKET IIPOUCXOJUTHh HAPYIICHHE IEIIOCTHOCTH U
JOCTYITHOCTH 3alUIaeMOr HH(OpMAIUH.

B cenbckom coBete ko BceM KiatodeBbIM djiemeHTaM MCII/IH moakirodeHb
UCTOYHUKH  OecriepeOOMHOr0 TMUTAHUS W/WIA  OCYHIECTBISECT  PE3EPBHOC
KOITUPOBAaHKE HHPOPMAIIHH.

BeposTHOCTB peanu3aliuy yrpo3sl - MaJOBEPOSTHA.

Cmuxutinoe bedcmeue

Yrpo3a  OCyHmIECTBISETCS  BCICJACTBHEC  HECOOIONCHUS Mep  IOXKapHOH
0€30IacCHOCTH.

B cenbckoM coBeTe ycTaHOBJIEHA IOXKapHas CHUTHAIW3AIUA, I10Jb30BaTEIU
MPOUHCTPYKTUPOBAHBI O JCHUCTBUSIX B Cllydae BO3HMKHOBEHHS BHEIITATHBIX
CUTYAIUN.

BeposiTHOCTB peanuzaiuu yrpo3bl - MaJoBEpOsITHA.

¥Yrpo3bl npeHAMEPEHHBIX 1eMCTBMH BHYTPEHHUX HAPYIIHUTEJIeil
Jocmyn k ungopmayuu, moouguxkayus, YHUUMOMICeHue TUYamu,
He 0ONYUleHHbIMU K ee 00pabomie

VYrpo3sa ocymectBiusiercs myreM HCJ[ BHEIIHUX HapyIIUTENE B MOMEIICHUS, T
pacnosioxenbl daeMeHTl MCIIIH u cpeacTBa 3aiiuThl, a TaK K€ MPOUCXOIUT
paboTa moJib30BaTeNCH.

B cenbckoM coBeTe BBEAEH KOHTPOJIb JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, JBEPU
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTh peain3aniu yrpo3sl - MaJOBEpPOSTHA.

Paszenawenue ungpopmayuu, moouguxayus, yHuumodicenue
CcOmpyOHUKamu OONYWeHHbIMU K ee 0Opabomke

VYrpo3za ocymecTBisieTcss 3a CYeT JCHCTBUS  4esjoBedeckoro (haxkrtopa
nonb3oBareneid MCIIJIH, KoTOpbhle HapylIalOT TMOJOKEHUS O Hepa3riialleHuu
oOpabaTpiBaeMoi WH(MOPMAITH WIIK HE OCBEJOMJICHBI O HUX.

B cenbckoMm coBeTe TONB30BATENM OCBEIOMIJICHBI O TOPSAKE pPadOTHI C
MEPCOHAIIBHBIMUA JTaHHBIMH, a TaK K€ MNoAnucaiu [[oroBop o HepasIIalleHuH.
BeposiTHOCTB peanu3anuuy yrpo3sl - MaIOBEPOSITHA.

YVeposvl necankyuonuposannoz2o 0ocmyna no Kanaiam cesa3u
B coorBercTtBun ¢ "TumoBoil MoAenbl0 yrpo3 0€30MaCHOCTU MNEPCOHABHBIX



JaHHBIX, 00pabaTeiBaeMbIX B pactpeaeneHHbix UCIIJH, uMeromux noaKIoYeHue
K CeTsIM OOIlero MoJIb30BaHUS M (WIM) MEXIYHApOJHOTO WH(OPMAIIMOHHOIO
obmena" (m. 6.6 ba3oBoit Mojenu yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX
npu ux o00paboTke B HMHPOPMALMOHHBIX CHCTEMAX IMEPCOHAJIBHBIX JaHHBIX,
yTBepkaeHHOM 3amecTtuTenieM aupekropa OCTIK Poccun 15 despana 2008 r.),
s UCIIJIH MOXHO paccMaTtpuBaTh CJIAEAYIOIIME YIPO3bl, pPEATU3yEMBbIE C
HCIIOJIb30BaHUEM MPOTOKOJIOB MEKCETEBOI'0 B3aUMOICHCTBUS :

- yrpo3a "AHanu3 ceteBoro Tpaduka" ¢ nepexsaroM nepeaaBaemoit uz UCIIIH u
MPUHUMAEMON U3 BHEUIHUX ceTel nH(popManuu;

- yIpo3bl CKAaHUPOBAHWS, HAMNPABJICHHBIE Ha BBISBICHWE TUIA WA THUIIOB
UCIIOJIb3YEMBIX OTEPAIIMOHHBIX CHCTEM, CETEBBIX aJpPEecOB pPabOUYMX CTaAHIIUM
NCIIIH, TOMOIOTUH CETH, OTKPBITHIX MOPTOB U CIYXKO, OTKPBITBIX COCTUHCHUN U
zp.;

- Yrpo3bl BBISBICHHUS TApoOJIeM MO CETHU; - YIPO3bl HABA3BIBAHUE JIOKHOTO
MapIipyTa CeTu;
- Yrpo3bl TOJIMEHBI JIOBEPEHHOTO OOBEKTa B CETU; - YIPO3bl BHEAPECHHS JIOKHOTO
oobekra kak B MCII/IH, Tak ¥ BO BHEIITHUX CETHX;
- yrpo3el Tumna "OTka3z B OOCHy)XMBaHMH', - YIpO3bl YJAJE€HHOI'O 3aIycKa
IIPUIIOKEHUM;
- YIpO3bl BHEAPECHUS IO CETH BPEAOHOCHBIX MPOTPAMM.

Veposza "Ananuz cemesoeo mpaguxa"

Orta yrpo3a peanu3yercs € MOMOINBK CIEHHAIBHOW MPOrpaMMblaHAIN3ATOPA
nakeToB (sniffer), mepexBaThIBaoOIIeii Bce MaKEThI, TEpeaaBaeMble MO CETrMEHTY
CETH, U BBIICIAIONIEH Cpelr HUX Te, B KOTOPBIX NEpeNaroTcs HICHTU(DHUKATOP
N0JIB30BATENS U €0 Napoiib. B xoAe peann3annu yrpo3bl HAPYIIUTENb:

- u3y4aet Joruky padotrsl UCII/IH - TO ecTb cTpeMUTCS MOTYyYUTh OJHO3HAYHOE
COOTBETCTBHE COOBITUH, MPOUCXOASAIIMX B CUCTEME, M KOMaHJ, MEPechlIaeMbIX
IIPU ATOM XOCTaMH, B MOMEHT IIOSIBJICHHS JIaHHBIX COOBITUHA. B manmbHeuem 3To
MO3BOJISIET 3JI0YMBIIUIEHHUKY Ha OCHOBE 3aJaHus COOTBETCTBYIOUIMX KOMAaH]
NOJIyYUTh, HalpUMEp, MPUBUIETUPOBAHHBIE MIpaBa Ha JCHCTBHUS B CUCTEME WIH
paclIMpuTh CBOU MOJTHOMOYHMS B HEW;

- TepexBaTbIBa€T MOTOK TEpelaBaeMbIX TaHHBIX, KOTOPHIMH OOMEHHMBAIOTCS
KOMIIOHEHTbl ~ CETE€BOM  ONEpallMOHHOW  CHUCTEMbI,  JUIsl  W3BIICUCHUS
KOH(OUICHIINATbHON WM WIACHTU(GUKAITMOHHOW wuHpoOpManuu  (Hampumep,
CTaTUYECKUX MapoJied MOoJIb30BaTeNIed sl J0CTyna K YIOAJI€HHbIM XOCTaM IO
nporokoiam FTP u TELNET, He mnpemycmarpuBaromux mmudppoBaHHUEe), e
MOJMEHBI, MOAU(PUKAIINY U T.II.

llepexsam 6 npedenax KOHMPOIUPYEMOU 30Hbl GHEUWHUMU HAPYUUMENIMU

B cenbckoM coBeTe BBEIEH KOHTPOJb JOCTyNa B KOHTPOJIUPYEMYIO 30HY, ABEPHU
3aKpBIBAIOTCS HA 3aMOK.

BeposiTHOCTb peanu3aiuu yrpo3bl - MaJoBEPOSITHA.

Veposza "ckanuposanue cemu”

CymHocTh mpolnecca pealu3alud yrpo3bl 3aKII0YaeTcsi B IMepeiaue 3arpocoB
ceteBbIM cityk0am xoctoB MCII/IH u aHanu3e oTBETOB OT HUX. Llenb - BhIABICHUE
UCIIOJIb3YEMbIX IPOTOKOJOB, JOCTYHHBIX TOPTOB CETEBBIX CIYXO0, 3aKOHOB



dbopmupoBaHusi UACHTU(DUKATOPOB COECTUHECHHM, ONPEICICHNE aKTUBHBIX CETEBBIX
CEpBHUCOB, MOA00p UACHTUPUKATOPOB U MAPOJICH MOJIb30BATEICH.

BeposiTHOCTH peanuzaiiuu yrpo3bl - MaJoBEpOsITHA.

Veposza evisenenus naponetu

Henp peanuzanmu yrpossl coctouT B mnonydeHun HC/] myrem mnpeonosienus
MapOoJIbHOM 3allUTHI. 3JIOYMBIIUICHHUK MOKET PEaIM30BbIBATh YTPO3Y C MOMOIIBIO
LEJOro psila METOJIOB, TAKUX KaK MpOCTOil mepedop, nepedop ¢ UCHOIb30BAHUEM
CIIELUANIbHBIX CJIOBApEi, yCTaHOBKA BPEJIOHOCHOW MporpaMMbl IS TepexBara
napoJisi, moJgMeHa J1oBepeHHoro oobekta cetu (IP-spoofing) u mepexsaT makeTroB
(sniffing). B ocHOBHOM [J1s1 peanu3aluu Yrpo3bl HCIOJIB3YIOTCS CIEIHATbHBIC
nporpaMMbl,  KOTOpbI€  MBITAIOTCS  TMOJYYUTh  JOCTYN  XOCTy  IyTeM
nociie[oBaTeNIbHOTO Moadopa maposei. B ciydae ycnexa, 310yMbIIIEHHUK MOKET
co3aath J1s ce0s "mpoxoa" st Oyaymero J0CTyma, KOTOPhIA OyAeT 1eiCTBOBATD,
JlaKe €clId Ha XOCTE U3MEHUTD MapoJib JOCTYIA.

BeposiTHOCTH peanuzaiiuu yrpo3bl - MaJoBEpOsITHA.

Vepo3swvl nasazvieanue 103cH020 Mapupyma cemu

Jannas  yrpoza peanu3yercs OAHUM M3 JBYX CIOCOOOB:  MyTeM
BHYTPUCETMEHTHOTO  WJM  MEXKCEIrMEHTHOTO  HaBsI3bIBaHUS. BO3MOXXHOCTH
HABSI3bIBAHMS JIO)KHOTO MapiipyTa OOYCJIOBJICHA HEIOCTaTKaMH, IPUCYITUMHU
aIropuTMaM MapHipyTh3aluu (B YaCTHOCTH H3-3a MPOOJIEMBbI WIASHTU(PUKAIIUU
CETEBBIX YIPABISAIONIUX YCTPOMCTB), B pe3yJbTaTe dYEro MOXKHO IIOMNAaCTh,
HanmpuMep, Ha XOCT WM B CETh 3JIOYMBIIUICHHHKA, TJ€ MOXHO BOWTH B
OTlepalMoHHyI0 cpeny TexHuueckoro cpenctsa B cocrtaBe MCII/n. Peanuzanuu
yIrpo3bl OCHOBBIBAETCS HAa HECAHKIIMOHMPOBAHHOM HCIIOJIb30BAaHUU MPOTOKOJIOB
mapuipytuszanuu (RIP, OSPF, LSP) u ynpasnenusa cerbto (ICMP, SNMP) s
BHECEHHUS M3MEHEHHUI B MapUIPYTHO-aJpecHble Ta0iuibl. [Ipu 3ToM HapymuTesnto
HEOOXOIMMO TOCJIaTh OT UIMEHH CETEBOTO YIPABIISIONIETO YCTPONUCTBA (HapuMmep,
MapIIpyTU3aTOpa) yIpaBIsioliee cooOIeHuE.

BeposiTHOCTD peanu3aiuu yrpo3bl - MalOBEPOSTHA.

Veposwvl noomenst 0osepennoco obvekma

Takas yrposa a3ppekTuBHO peanus3yercs B CUCTEMaX, B KOTOPBIX MPUMEHSIOTCS
HECTOWKHE  QJITOPUTMBI  WACHTH(PUKANIMK U  ayTeHTU(QUKAIMU  XOCTOB,
nosib3oBaTened M T.A. [lom AOBEepEeHHBIM OOBEKTOM MOHUMAETCS OOBEKT CETH
(KOMIIBIOTEp, MEXKCETEBOM  HKpaH, MapupyTU3atop U T.0.), JIETalIbHO
MOJIKJIFOYEHHBIN K CEPBEPY.

MoryT OBITH BBIIECNICHBI JBE Pa3HOBUIAHOCTH TPOIECCa peaTu3alii yKa3aHHOU
YTPO3bI: C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHUS! BUPTYaTbHOTO COCTMHECHHUS.

[Ipouecc peanuszanuu ¢ yCTAaHOBICHUEM BUPTYAIbHOTO COEIMHEHUSI COCTOUT B
MPUCBOCHUM TMpPaB JIOBEPEHHOr0 CYOBEKTa B3aMMOJICHCTBUSA, YTO IO3BOJISIET
HapyIIUTENI0 BECTU CE€aHC pabOThl C OOBEKTOM CETU OT MMEHU JIOBEPEHHOTO
cyOwbekTa. Peammzarusi yrpo3sl JaHHOTO THMA TPEeOYEeT MPEOOJICHUS CUCTEMBI
UAeHTUGUKANMY U ayTeHTUPUKAIMK cooOmeHnid (Hampumep, aTaka rsh-ciryxObi
UNIX-xocTa).

[Iportecc peanmuzanuu yrpo3bl 0€3 yCTaHOBJICHHUS BUPTYAJIBHOTO COCIUHEHUS
MOXET UMETh MECTO B CETAX, OCYLIECTBIISIOMUX UACHTU(UKALNIO TIEpeaaBaeMbIX



COOOIIEHMI TOJIBKO MO CeTeBOMY aapecy oTnpaBuTens. CyIIHOCTb 3aKIII0YAETCS B
nepenayve ciy>KeOHbIX COOOIIEHUI OT MMEHH CETEBBIX YINPABISIOIIUX YCTPOUCTB
(HanmpuMep, OT UMEHHM MapIIPpyTHU3aTOPOB) 00 U3MEHEHHH MapIIPyTHO-aIpPECHBIX
JTaHHBIX.

B pesynbTaTe peanuzanuu yrpo3bl HApyILIMTENb IMOJy4YaeT IpaBa JOCTyIa K
texuuyeckomy cpenactsy MCII/IH - uenu yrpos.

BeposTHOCTD peanu3anuu yrpo3sl - MaJOBEPOSATHA.

Bueopenue noocrnozco oovexma cemu

Ota yrpo3a OCHOBaHa Ha MCIOJIb30BAaHUU HEJOCTATKOB aJTOPUTMOB yIaJIE€HHOTO
noucka. B ciydae ecnu OOBEKThl CETH HM3HAYAIBHO HE HMEIOT aJpecHOU
uHpOpMALK JIPYT O JIpYyre, UCHOJB3YIOTCS Pa3IMYHble MPOTOKOJbI YJAJIEHHOIO
noucka (Harpumep, SAP B ceTsix Novell NetWare; ARP, DNS, WINS B cetsx co
ctexkoM nipotokosnoB TCP/IP), 3akmrouaroiuecs B nepenaye 1no ceTu CreluruagbHbIX
3alpoCoOB W TOJYYCHHH HAa HUX OTBETOB C MCKOMOU uHGpopmarmeit. [lpu stom
CYLIECTBYET BO3MOXHOCTh II€peXBaTa HapyIIMTEIEM IOMCKOBOIO 3ampoca H
BbIIaYM HA HEro JOXXHOTO OTBETa, MCMOJIb30BAHHE KOTOPOrO0 TMPHUBEIET K
TpeOyeMOMy H3MEHEHUI0 MapHIpyTHO-aJIPECHBIX JaHHBIX. B nanbHeiiliem Bech
MOTOK WH(OPMAIIUH, aCCOIMUPOBAHHBIA ¢ 00BEKTOM-KEPTBOH, Oy/eT MPOXOIUTH
4yepe3 JOKHBIA 00BEKT CETH.

BeposiTHOCTD peanu3aiuu yrpo3sl - MaJOBEPOSATHA.

Veposzvr muna "Omxka3z 6 oocuyscusanuu”

OTU yrpo3bl OCHOBaHBI Ha HEJIOCTATKAX CETEBOTO MPOrpaMMHOr0 oOecreyeHus,
€ro YSA3BUMOCTSIX, TO3BOJISIIONIMX HAPYIIMTENIO CO3/1aBaTh YCIOBUS, KOTIJa
olepalMoOHHas CcHCTeMa OKa3blBaeTcsi HE B COCTOSHUM 00pabaThiBaTh
MOCTYMAIOIINE MAKETHI.

MoryT ObITh BBIJIETIEHBI HECKOJIBKO PA3HOBUIHOCTEHN TaKUX YIPO3:

- CKpBITHIM OTKa3 B OOCIY>KUBAHHH, BBI3BAHHBIN MPUBJICYCHUEM YaCTH PECYPCOB
NCIIln Ha 00paboOTKy TIaKeTOB, TMEpeaaBaeMbIX 3JIOYMBIIUICHHUKOM CO
CHI)KCHHEM TPOMYCKHON CIOCOOHOCTH KaHAJIOB CBSA3U, MPOU3BOJUTEIHLHOCTH
CETEBBIX YCTPOMCTB, HapylIeHHEeM TPeOOBaHMK K BpeMEHH 0O0pabOTKH 3aIllpOCOB.
[Tpumepamu peanuzanuu yrpo3 moJ00HOTO poaa MOTYT CIYXKWTb: HallpaBICHHBIN
mTopM 5X0-3arpocoB 1o nporokony ICMP (Ping flooding), mropm 3ampocoB Ha
yctaHoBnenne TCP-coegmnenuit (SYN-flooding), mropm 3ampocoB k FTP
CCpBCpY;

- SIBHBII OTKa3 B OOCIY>KMBAaHHH, BbI3BaHHBIA HcuepnanueM pecypcoB WNCII/In
npu o0paboOTKe MaKeTOB, MEPENaBaeMbIX 3JOYMBIIUICHHUKOM (3aHSATHE BCEH
MOJIOCH! TMPOMYCKAaHUS KaHAJOB CBsI3U, IMEPEINOJIHEHUE OdYepeseil 3ampocoB Ha
0o0CITy)KMBaHHE), TIPH KOTOPOM JIETAIbHBIE 3alpOChl HE MOTYT OBITh IMepeaHbI
yepe3 CeTh M3-3a HEJIOCTYMHOCTU Cpeibl Mepedaud, JU00 MONydaloT OTKa3 B
OoOCTy’)KMBaHMM BBHUJY THEPEMOJIHEHUS  Oyepelaed  3ampocoB,  JIUCKOBOTO
MPOCTpPAHCTBA MaMATH H T.1. [Ipumepamu yrpo3 JaHHOTO THIA MOTYT CIIYXHUTh
mTopM mmpokoBemarenbubix [CMP-3x0-3anpocoB  (Smurf), HampaBieHHbIN
mropM (SYN-flooding), mropm coobiienunii mouTroBoMy cepBepy (Spam);

- SIBHBIA OTKAa3 B 00CTy)KMBaHWH, BRI3BAHHBIN HAPYIIICHUEM JIOTHIECKON CBI3ZHOCTH
Mexnay TtexHuueckuMm cpeacrBamu  UCIIJIH mnpum mnepepaye Hapymmrenem



VIOPABJIAIOMIMX COOOIIEHU OT HMMEHHM CETEBBIX YCTPOWCTB, MNPUBOAAIIMX K
M3MEHEHUIO0 MaplIpyTHO-aApecHbIX AaHHbIX (Hampumep, ICMP Redirect Host,
DNS-flooding) nnu naeHTHPUKALMOHHON U ayTeHTU(UKALIMOHHONW UH(OpMAIUK;
- SBHBIA OTKa3 B OOCIY)XMBaHUM, BbI3BAHHBIN Mepenaveil 3710yMBIILIIEHHUKOM
MAaKeTOB ¢ HecTaHAapTHbIMU aTpuOyrtamu (yrpossl Tuna "Land", "TearDrop",
"Bonk", "Nuke", "UDP-bomb") win wuMeHOIINUX JJIUHY, MPECBBIIIAIONIYIO
MaKCHUMaJIbHO JONMYCTUMBIM pa3mep (yrpo3a tuma "Ping Death"), yto MoxeT
MIPUBECTHU K COOIO CETEBBIX YCTPOMCTB, YYaCTBYIOIIUX B 00pabOTKe 3alpoCoB, MpH
YCIOBUM Halu4Msl OMMOOK B MPOrpaMMax, Peaiu3yIOIHUX MPOTOKOJIbI CETEBOrO
oOMeHa.

PesynapTaToM peanuzanuu  JaHHOM  yrpo3bl  MOMKET CTaThb  HapylIeHUE
paboTOCTIOCOOHOCTH COOTBETCTBYIOIIEH CIIyKObl MPENOCTABICHUS YIAJICHHOIO
noctyna k II/lu B UCIIJIH, mepenaya ¢ OJHOrO ajapeca TAaKOro KOJUYECTBA
3alpOCOB Ha TMOAKIIOYEHUE K TeXHHueckomy cpenctBy B coctaBe HWCII/H,
KOTOPOE€ MAaKCHUMaJIbHO MOXeT "BMeCTHTh"' Tpaduk (HampaBleHHbIH "IITOPM
3arpocoB"), 4TO BJIEYET 32 COOOM MEepenoIHEeHNE OYEPEI 3apOCOB U OTKa3 OJHON
U3 cereBbIX cnyx0 wuiam mnonHas octaHoBka WCIIIH u3-3a HEBO3MOXKHOCTH
CUCTEMBbI 3aHUMAThCSl HUYEM JIPYTUM, KpoMe 00paboTKH 3aIIpOCOB.

BeposiTHOCTD peanu3aiuu yrpo3bl - MaIOBEPOSATHA.

Veposvl yoanennozo 3anycka npunodscenuti

VYrpo3a 3akmitouaercsi B ctpemiieHur 3anmycTuTh Ha xocte MCII[H pasnuunbie
[IPEIBAPUTEIILHO BHEJIPEHHBIE BPEIOHOCHBIE MPOrPAMMBI: IIPOrPaMMBbI-3aKIaaKH,
BUPYCHI, ''CETeBblE IUNHOHBI', OCHOBHAs IEJIb KOTOPBIX - HapyLIECHUE
KOH(QUICHLINATBHOCTH, LEJIOCTHOCTH, JOCTYIMHOCTH HWH(OpPMAalUW U TOJHBIN
KOHTpOJIb 3a paboToii xocta. Kpome TOro, BO3MOXKEH HECAHKIIMOHUPOBAHHBIH
3allyCK NPHUKJIaJHBIX IIPOrpPaMM IIOJIB30BATENEW U1 HECAaHKIHOHUPOBAHHOTO
HOJyYeHUs] HEOOXOAMMBIX HAPYLIWUTENIO JAHHBIX, JUIS 3alycKa YIpaBiISeMbIX
MIPUKJIATHON ITPOrpaMMOM MPOLECCOB U AP.

BhiaensroT Tpu noaki1acca JaHHbBIX yrpos:
- pacripocTpaHeHue (aisioB, CoAepKaMMNX HECAHKIIMOHUPOBAHHBIM HCTIONHSIEMBIHA
KOJ;
- YIAJEHHBIM 3alyCK NPUJIOKEHUS IyTeM IepernoiHeHus Oydepa MpHiIoKeHUN

CEPBEPOB;

- YJAJEHHBIM 3alyCK MNPWIOKEHUA NyTEM HCIOJB30BAaHUS BO3MOXXHOCTEU
YAAJIEHHOIO yIIpaBIICHUS CUCTEMOM, IIPEIOCTABIISIEMBIX CKPBITBIMU
MPOrPaMMHBIMH M allapaTHBIMU 3aKJIaJKaMH, JIMOO MCIOJIb3YEMbIMHU ITATHBIMH
CpPEACTBAMU.

TunoBeie yrpo3sl NEPBOTO M3 YKa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCS Ha
AKTUBH3AIIMU PACTIPOCTPAaHIEMBIX (halIOB TpHU CIydyaHHOM OOpaIieHMU K HUM.
[Tpumepamu Takux (HalaoB MOTYT CIIYXKHUTh: (Daiibl, CoaEpKaIe UCIIOTHICMBIH
KOJl B BHUJ JOKYMEHTBI, COJAEpP)KAIIME MCIIOJHSIEMbIA KOJI B BHUJIE DJIEMEHTOB
ActiveX, Java-aniuieToB, HHTEPIPETHPYEMBIX CKPHUITOB (HAIPUMEp, TEKCTHI Ha
JavaScript); ¢aitnbel, copepkaie HCHOJHSAEMbIE KOJbl mOporpamm. Jls
pacrpocTpaneHusi (aiisioB MOTYT UCIIOIb30BATHCS CIYXKObI 3JEKTPOHHOM MOYTHI,
nepenauu ¢aiisioB, cereBoil PanIoBOM CUCTEMBI.



[Ipu yrpozax BTOpPOro MOAKJIAcCa HCIOJB3YIOTCS HEIOCTaTKU MPOrpam,
peanu3ymoMX CETeBble CEPBUCHI (B YacCTHOCTHU, OTCYTCTBHE KOHTPOJIA 3a
nepenogHeHueM Oydepa). HacTpoiikoll CUCTEMHBIX PErHCTPOB HMHOI/AA YAAETCS
NEPEKITIOYUTh MPOLIECCOP IMOCIE€ NPEpPhIBAaHUSA, BBI3BAHHOTO IEPENOJHEHHEM
Oydepa, Ha UCMOTHEHUE KOJa, coJiepxKalierocs 3a rpanuieit 0ydepa. [lpumepom
peanm3anyuyd TaKOHW yrpo3bl MOXKET CIY)KUTh BHEJIPEHHE IIHPOKO H3BECTHOTO
"Bupyca Moppuca".

[Ipu yrposax TpeTbero moJKJIacca HapyIIUTEIb HCHOJb3YEeT BO3MOKHOCTH
yIAJICHHOTO yIPaBJICHHs CUCTEMOM, MPEAOCTaBISIEMbIE CKPBITHBIMA KOMIIOHEHTAMHU
(manpumep, "tposHckumu" mporpammamu Ttuna Back. Orifice, Net Bus), nubo
IITATHBIMU CPEACTBAMHU YIPABJICHHUS W AIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX
cereii (Landesk Management Suite, Managewise, Back Orifice u T1.1.). B
pe3ysbTaTe WX MCHOJIb30BaHUS YHAeTCsl JOOUTHCS YIAJICHHOIO KOHTPOJIA HaJ
CTaHIUEHN B CETH.

B opraHumzanmum TpUMEHSETCS TOJUTHKA OTrPAaHUYCHHOTO HWCIIOIh30BAHHMS
porpaMm, yJIajaéHHOE yIpaBlIeHUE 3alpelieH0, BEPOATHOCTh peaan3alui yrpo3bl
- MaJIOBEPOSTHA.

Yrpo3bl BHEIPEHHUs 10 CETH BPeIOHOCHBIX MPOrpaMm

K BpemoHOCHBIM TporpamMmam, BHEIPSIEMBIM IO CETH, OTHOCSATCS BHPYCHI,
KOTOpBIE [JIsi CBOETO pACIpPOCTPAHEHHUs AKTHMBHO HCIONB3YIOT MPOTOKOJBI |
BO3MOKHOCTH JIOKAIBHBIX M TI00ATBHBIX ceTeil. OCHOBHBIM NMPUHITUTIOM PaOOTHI
CETEeBOT0 BUPYCa SABIIAECTCS BO3MOKHOCTh CAaMOCTOSATEIBHO MepeaTh CBOM KOJ Ha
yIaJeHHbI cepBep wiu pabouyro craHuuioo. "[lonHOLEHHBIE" ceTeBble BUPYCHI
IpU 3TOM 00JIAJAIOT €Ill€ U BO3MOKHOCTBIO 3aITyCTUTh HA BBINOJIHEHUE CBOM KO
Ha yJlaJIEHHOM KOMIIBIOTEpE WUJTH, IO KpaitHel Mepe, "MOATOIKHYTh'" MOJIb30BaTeNs
K 3aIyCKy 3apa)K€HHOTO (haiina.

BpenonocueiMu mporpammamu, obecneunBaronmiumu - ocymectsienue HCJ,
MOTYT OBITh:

- IPOTpamMMBbI OJ00Pa U BCKPBITUS MTApPOJIEH;

- IPOTPaMMBbI, pEaTU3yIOIIUE YIPO3bI;

-IpOTPaMMBbl,  JAEMOHCTPUPYIOIIUE  HMCIOJb30BaHUE  HEJCKIAPHUPOBAHHBIX
BO3MOXXHOCTEH MPOTPaMMHOTO H  IMPOTPAMMHO-ANMNapaTHOro  OOecredeHus
NCTIx;

- IPOTPaMMBbI-T€HEPATOPBI KOMITBIOTEPHBIX BUPYCOB;

- TIPOTPaMMBbI, JEMOHCTPUPYIOIINE YSI3BUMOCTH CPECTB 3aIUTHl MHMDOpPMAIUU U
ap. BepostHOCTh peanuzanuu yrpo3bl - MaJOBepOsITHA.



